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Extracting messages masked by chaotic signals of time-delay systems
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We show how to extract messages masked by a chaotic signal of a time-delay system with very high
dimensions and many positive Lyapunov exponents. Using a special embedding coordinate, the infinite-
dimensional phase space of the time-delay system is projected onto a special three-dimensional space, which
enables us to identify the time delay of the system from the transmitted signal and reconstruct the chaotic
dynamics to unmask the hidden message successfully. The message extraction procedure is illustrated by
simulations with the Mackey-Glass time-delay system for two types of masking schemes and different kinds of
messaged.51063-651X99)06604-7

PACS numbd(s): 05.45-a

The application of chaotic synchronization systems to seestablished nonlinear time-series analysis metja8s-21]
cure communication has been a field of great research interun into severe problen{22,23.
est[1-5]. However, it has been shown that in some low- An observation of Eq(1) shows that in a special three-

dimensional chaotic systems with only one positivedimensional spacex(_,x,X), the dynamics of the system is

Lyapunov exponent, the hidden message can be unrnas"?&'stricted to a smooth manifold defined by Ef), namely
by the dynamical reconstruction of the chaotic sighal using ' '

nonlinear dynamical forecasting\LDF) methods[6,7], by
using some simple return map&], or by using some other
methodg9]. It has been suggested that one possible way to . o . ]
improve the security is to employ hyperchaos in communi-HOWwever, in a similar spacexf,x,x) with 7# 7o, the trajec-
cation [5,10,11, based on the consideration that increased©rY is no longer restricted to a smooth hypersurface, but fills
randomness and unpredictability of the hyperchaotic signal@ 9reat part of the space, resulting in a more complicated
will make it more difficult to extract a masked message Structure. This makes it possible to detect the time defay
Lately, it has been shown that messages masked by hype?f the system by some measures of the complexity as a func-
chaos of six-dimensional systems can also be attacked usir§n of embedding delay, and then to recover the dynamics
NLDF methods[15], showing that going to higher dimen- Of the systenf16-18.
sions does not produce a drastic improvement in the security This approach is applied in this paper to extract messages
of the system if the local dynamics are still quite low dimen-Masked by chaotic signals of the above time-delay system. In
sional. the context of synchronization, we consider the following
It has been known that very simple time-delay system§&ommunication system with two masking schemes consid-
[12] are able to exhibit hypercha¢43]. Therefore, it was €red in Ref[14].
proposed in a recent paper that time-delay systems provide Scheme I.
alternative simple and efficient tools for chaos communica-

x—f(x,%,)=0. 2

tion with low detectability[14]. Chaotic attractors of time- X= fx,X7) +KI,
delay systems can have much higher dimensions, and many
more positive Lyapunov exponents than the system studied s=x+I. 3

in Ref.[15], and whether the communication is as secure as
expected has not been examined yet. In this paper, we wiffcheme II.
show that messages masked by chaos of a time-delay system,

with very high dimensions and many positive Lyapunov ex- X= f(x, ;) +kIXx,
ponents, can be extracted successfully, not using some well-
established dynamical reconstruction methf@lg,15, but s=x(1+1). (4)

by using a special, yet simple, embedding approach proposed
recently for a time-series analysis of time-delay systemd#n authorized receiver has an identical copy of the time-
[16-18. delay system that is synchronized withby the following
In this paper we focus our attention on scalar time-delaycoupling:
systems of the forms

y=1f(y,y ) tk(s—y). ®
T :X(t_ To). (1) . . .
0 In this communication system, the messdgeften much
lower in amplitude than the chaotic signalis injected into
For such systems with large time delay, some well- the transmitter to modulate the time-delay system. The injec-

X=f(x,x,0), X
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tion of the message has effectively altered the transmitter » ' ' ' ' ' '

dynamics, and has been considered a way to improve the 107 | g et pne ™t jnmminn, b p

security[5,14] compared with methods where the message is H e

directly added to the chaotic carrigt]. The masking scheme H

Il is expected to produce securer masking because the mesy, [ i

sage and the chaotic signal couple with each other in a more 10 3 3

sophisticated mannes is the signal transmitted to the re-
ceiver to achieve synchronization with a proper coupling pa-
rameterk. As a third party, we do not have a receiver system

.

-5

y, but have the time series of the transmitted sigsal 0 =t '
sampled by a time intervdl. 0 100 200 300 400
Our message extraction approach consists of the follow- T
Ing steps. FIG. 1. As a measure of the smoothness, the average fitting error

(1) We project the time serieds't to the three- g a5 4 function of the embedding delayhas a pronounced mini-

dimensional spacest,s‘,'si) with s estimated as = (st mum at the value of the time delay of the system.
—s'71)/2h.
(2) We investigate the complexity of the projected trajec- ax
tory in the (s'T,s‘,éi) space by measuring the smoothness. sz(x,xTO)z—bx+ o (10
First, we apply a local linear approximation 1+XTO
S§=a;+b;js+c;s, (6)  With parameterd=0.1, a=0.2, andc=10, the system is

. chaotic for 7o>16.8. In the chaotic regime, the number of
to a small neighborhoot); of a point .,s'). The fitting  positive Lyapunov exponents increases withand is about
parameters; , b;, andc; are computed by a least-squares fit, 15 for 7o=300, and the chaotic attractor dimension increases
and the local fitting error is almost linearly withry, for example, the Kaplan-Yorke di-

mension is roughly 30 fory=300[14]. In our simulation,
1 | j 2 we takery=300 andk=1.0[14].
ei:M_U_ = (s'—aj—bis'—c;s))%, () In all of the following examples, we recom =50 000
: ' points with the sample interval=0.5. The size of the neigh-
whereM ; is the number of the neighbor points. The averageborh.OOd Is set b¥_.0'01' . : .
i Y _ First, let us consider a simple message signal of the sine
E of e, over a number of pointsx( ,x') provides a measure wave | (t) = A sin(27t/T) with A=0.005 andT = 200. Figure
of the smoothness of the structure in the projected space. If shows the measure of smoothn&sas a function ofr. A
7= 74, the trajectory is restricted to the close vicinity of the pronounced minimum at=300 enables us to identify the
smooth hypersurface for a small enough mesdagdE  time delay of the system correctly, although the system is
can be rather small if the size of neighborhood is suffi- modulated by the injected messdgdhis is also true for our
ciently small; otherwisef: can be quite large because there isgiher examples in the following, where the resultsEofire
no unique functional relationship betwesrand (s,,s) for not presented to save space.

7# 79. We can expect a minimum & at 7= 5. By exam- With the correct value of the time delay, the message can
ining E as a function of embedding delay we can detect be extracted successfully, as illustrated in Fig. 2 for the
the time delayr, of the system by the minimum d. masking scheme |, and in Fig. 3 for the masking scheme I,
(3) After the correct identification of the value af, we  respectively. A comparison between the time series of
use the local linear approximation Fig. 3@ and that ofAs=s—X in Fig. 3(b) reveals that when
N , . sis close to zero in a certain period of time, the correspond-
X'=a;+b;s +Ci5'70 8 ing As is also close to zero in this period of time, indicating

that As is modulated bys. The demodulated signdls/s is
0 : that the masking scheme Il does not produce drastic im-
the absence of messageFrom Eqs.(3) and(4) we haves ;v ement of the security although it can result in a greater
=f(x,x;)+kl+1 for the masking scheme |, an& distortion of the extracted messages.

=f(x,X,.) +KIx+xI +xi for scheme II. For the conditions _ NOW let us consider an example of a more complicated

. . ] ) . message signal. In our simulation, we construct a message
[1]<|x|, |I|<]|kl|, and|x|<|kx| with |-| denoting the ampli-

tude, the extracted message can be estimated as A
I(t)=—= >, B;sin(2mt/T)), (11)
=X, scheme | mi=1
Klg=y .. . . 9 .
(s'—x"H/s', scheme Il whereB; andT; are random numbers uniform on (0,1) and

(50,500) respectively.
To illustrate the message extraction procedure, we employ Figures 4 and 5 are results of message extraction for a
the Mackey-Glas$MG) equation as in Ref.14], realization of such a complicated message with0.01 and
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FIG. 4. lllustration of message extraction for a complicated
message(a) The original messagd)) the extracted message for

FIG. 2. lllustration of message extraction for a sine wave mesihe masking scheme I, aid) the extracted message for the mask-

sage masked by scheme(® The original message signkl, (b)
the extracted message, af@ the power spectrum of the extracted

message.
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FIG. 3. lllustration of message extraction for the sine wave mes-
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ing scheme I

m=100. Again, it is seen that the quality of the recovered
message deteriorates more when masking scheme Il is em-
ployed. However, a comparison between the power spectra
of the original and extracted messages has shown that un-
masking is successful for both masking schemes.

We should point out that the identification of the time
delay r; and the quality of the recoved message is not sen-
sitive to the choice oN, h, ande. In general,e should be
small enough to apply the local linear approximation, but
large enough to average out the fluctuations induced by the
message. As a result, if the amplitude of the message is too
large, the quality of the recovered message can be quite poor,
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FIG. 5. The power spectra of the original message and the ex-
tracted messages in Fig. 4.
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and the message extraction becomes more difficult. Howactual dimension and the number of positive Lyapunov ex-

ever, the chaotic signals may not provide enough maskingonents of the chaotic attractor. The time delay of the system

for messages with quite large amplitudes. is correctly identified even in the presence of the message,
For the MG time-delay system studied above, the frehich enables us to extract the message successfully using a

quency of the message should be rather low because tk@mple local reconstruction of the time-delay system in the

power spectrum of the chaotic signal is very low at highthree-dimensional space.

frequencies, and is not enough to mask messages with high \we come to the conclusion, based on our analysis, that

frequencies. A low frequency of the message meffis communication using the time-delay system is not as secure

<|l|, which is an advantage for a third party to recover aas intuitively expected. In general, the security of chaos com-

message with high quality. munication may be spoiled if any reconstruction of the dy-
In summary, we present a simple method to extract mesnamics of the system is possible in some appropriate space,

sages masked by a chaotic signal of a time-delay systemgyen for very-high-dimensional dynamics.

which has a very high dimensionality and many positive

Lyapunov exponents. Using a special embedding space, the This work was supported in part by Research Grant No.

infinite dimensional phase space of the time-delay system iRP960689 at the National University of Singapore. Dr. Zhou

projected onto a three-dimensional space, independent of tvas supported by NSTB.
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