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Extracting messages masked by chaotic signals of time-delay systems
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We show how to extract messages masked by a chaotic signal of a time-delay system with very high
dimensions and many positive Lyapunov exponents. Using a special embedding coordinate, the infinite-
dimensional phase space of the time-delay system is projected onto a special three-dimensional space, which
enables us to identify the time delay of the system from the transmitted signal and reconstruct the chaotic
dynamics to unmask the hidden message successfully. The message extraction procedure is illustrated by
simulations with the Mackey-Glass time-delay system for two types of masking schemes and different kinds of
messages.@S1063-651X~99!06604-0#

PACS number~s!: 05.45.2a
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The application of chaotic synchronization systems to
cure communication has been a field of great research in
est @1–5#. However, it has been shown that in some lo
dimensional chaotic systems with only one positi
Lyapunov exponent, the hidden message can be unma
by the dynamical reconstruction of the chaotic signal us
nonlinear dynamical forecasting~NLDF! methods@6,7#, by
using some simple return maps@8#, or by using some othe
methods@9#. It has been suggested that one possible wa
improve the security is to employ hyperchaos in commu
cation @5,10,11#, based on the consideration that increas
randomness and unpredictability of the hyperchaotic sign
will make it more difficult to extract a masked messag
Lately, it has been shown that messages masked by hy
chaos of six-dimensional systems can also be attacked u
NLDF methods@15#, showing that going to higher dimen
sions does not produce a drastic improvement in the sec
of the system if the local dynamics are still quite low dime
sional.

It has been known that very simple time-delay syste
@12# are able to exhibit hyperchaos@13#. Therefore, it was
proposed in a recent paper that time-delay systems pro
alternative simple and efficient tools for chaos communi
tion with low detectability@14#. Chaotic attractors of time
delay systems can have much higher dimensions, and m
more positive Lyapunov exponents than the system stu
in Ref. @15#, and whether the communication is as secure
expected has not been examined yet. In this paper, we
show that messages masked by chaos of a time-delay sys
with very high dimensions and many positive Lyapunov e
ponents, can be extracted successfully, not using some w
established dynamical reconstruction methods@6,7,15#, but
by using a special, yet simple, embedding approach propo
recently for a time-series analysis of time-delay syste
@16–18#.

In this paper we focus our attention on scalar time-de
systems of the forms

ẋ5 f ~x,xt0
!, xt0

5x~ t2t0!. ~1!

For such systems with large time delayt0, some well-
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established nonlinear time-series analysis methods@19–21#
run into severe problems@22,23#.

An observation of Eq.~1! shows that in a special three
dimensional space (xt0

,x,ẋ), the dynamics of the system i
restricted to a smooth manifold defined by Eq.~1!, namely,

ẋ2 f ~x,xt0
!50. ~2!

However, in a similar space (xt ,x,ẋ) with tÞt0, the trajec-
tory is no longer restricted to a smooth hypersurface, but
a great part of the space, resulting in a more complica
structure. This makes it possible to detect the time delayt0
of the system by some measures of the complexity as a fu
tion of embedding delayt, and then to recover the dynamic
of the system@16–18#.

This approach is applied in this paper to extract messa
masked by chaotic signals of the above time-delay system
the context of synchronization, we consider the followi
communication system with two masking schemes con
ered in Ref.@14#.

Scheme I.

ẋ5 f ~x,xt0
!1kI,

s5x1I . ~3!

Scheme II.

ẋ5 f ~x,xt0
!1kIx,

s5x~11I !. ~4!

An authorized receiver has an identical copy of the tim
delay system that is synchronized withx by the following
coupling:

ẏ5 f ~y,yt0
!1k~s2y!. ~5!

In this communication system, the messageI , often much
lower in amplitude than the chaotic signalx, is injected into
the transmitter to modulate the time-delay system. The in
320 ©1999 The American Physical Society
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tion of the message has effectively altered the transm
dynamics, and has been considered a way to improve
security@5,14# compared with methods where the messag
directly added to the chaotic carrier@2#. The masking scheme
II is expected to produce securer masking because the
sage and the chaotic signal couple with each other in a m
sophisticated manner.s is the signal transmitted to the re
ceiver to achieve synchronization with a proper coupling
rameterk. As a third party, we do not have a receiver syst
y, but have the time series of the transmitted signas
sampled by a time intervalh.

Our message extraction approach consists of the foll
ing steps.

~1! We project the time series$si% to the three-
dimensional space (st

i ,si ,ṡi) with ṡi estimated asṡi5(si 11

2si 21)/2h.
~2! We investigate the complexity of the projected traje

tory in the (st
i ,si ,ṡi) space by measuring the smoothne

First, we apply a local linear approximation

s65ai1bis1cist ~6!

to a small neighborhoodUi of a point (st
i ,si). The fitting

parametersai , bi , andci are computed by a least-squares
and the local fitting error is

ei5
1

MUi

(
j PUi

~ ṡj2ai2bis
j2cist

j !2, ~7!

whereMUi
is the number of the neighbor points. The avera

E of ei over a number of points (xt
i ,xi) provides a measure

of the smoothness of the structure in the projected spac
t5t0, the trajectory is restricted to the close vicinity of th
smooth hypersurface for a small enough messageI , and E
can be rather small if the sizee of neighborhood is suffi-
ciently small; otherwise,E can be quite large because there
no unique functional relationship betweenṡ and (st ,s) for
tÞt0. We can expect a minimum ofE at t5t0. By exam-
ining E as a function of embedding delayt, we can detect
the time delayt0 of the system by the minimum ofE.

~3! After the correct identification of the value oft0, we
use the local linear approximation

x6 i5ai1bis
i1cist0

i ~8!

as an estimation ofẋ5 f (x,xt0
) of the time-delay system in

the absence of messageI . From Eqs.~3! and ~4! we haveṡ

5 f (x,xt0
)1kI1 İ for the masking scheme I, andṡ

5 f (x,xt0
)1kIx1 ẋI 1xİ for scheme II. For the condition

uI u!uxu, u İ u!ukIu, anduẋu!ukxu with u•u denoting the ampli-
tude, the extracted message can be estimated as

kIe
i 5H ṡi2x6 i , scheme I

~ ṡi2x6 i !/si , scheme II.
~9!

To illustrate the message extraction procedure, we emp
the Mackey-Glass~MG! equation as in Ref.@14#,
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ẋ5 f ~x,xt0
!52bx1

axt0

11xt0

c
. ~10!

With parametersb50.1, a50.2, andc510, the system is
chaotic fort0.16.8. In the chaotic regime, the number
positive Lyapunov exponents increases witht0 and is about
15 for t05300, and the chaotic attractor dimension increa
almost linearly witht0, for example, the Kaplan-Yorke di
mension is roughly 30 fort05300 @14#. In our simulation,
we taket05300 andk51.0 @14#.

In all of the following examples, we recordN550 000
points with the sample intervalh50.5. The size of the neigh
borhood is set bye50.01.

First, let us consider a simple message signal of the s
wave I (t)5A sin(2pt/T) with A50.005 andT5200. Figure
1 shows the measure of smoothnessE as a function oft. A
pronounced minimum att5300 enables us to identify th
time delay of the system correctly, although the system
modulated by the injected messageI . This is also true for our
other examples in the following, where the results ofE are
not presented to save space.

With the correct value of the time delay, the message
be extracted successfully, as illustrated in Fig. 2 for
masking scheme I, and in Fig. 3 for the masking scheme
respectively. A comparison between the time series ofs in
Fig. 3~a! and that ofDs5 ṡ2x6 in Fig. 3~b! reveals that when
s is close to zero in a certain period of time, the correspo
ing Ds is also close to zero in this period of time, indicatin
that Ds is modulated bys. The demodulated signalDs/s is
shown in Fig. 3 as the extracted message. The results s
that the masking scheme II does not produce drastic
provement of the security although it can result in a grea
distortion of the extracted messages.

Now let us consider an example of a more complica
message signal. In our simulation, we construct a messa

I ~ t !5
A

m (
i 51

m

Bi sin~2pt/Ti !, ~11!

whereBi andTi are random numbers uniform on (0,1) an
(50,500) respectively.

Figures 4 and 5 are results of message extraction fo
realization of such a complicated message withA50.01 and

FIG. 1. As a measure of the smoothness, the average fitting e
E, as a function of the embedding delayt, has a pronounced mini
mum at the value of the time delay of the system.
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FIG. 2. Illustration of message extraction for a sine wave m
sage masked by scheme I.~a! The original message signalkI, ~b!
the extracted message, and~c! the power spectrum of the extracte
message.

FIG. 3. Illustration of message extraction for the sine wave m
sage masked by scheme II.~a! A time series of the transmitted

signal s, ~b! Ds5 ṡ2x6 i , ~c! the extracted message, and~d! the
power spectra of the extracted message.
m5100. Again, it is seen that the quality of the recover
message deteriorates more when masking scheme II is
ployed. However, a comparison between the power spe
of the original and extracted messages has shown that
masking is successful for both masking schemes.

We should point out that the identification of the tim
delayt0 and the quality of the recoved message is not s
sitive to the choice ofN, h, ande. In general,e should be
small enough to apply the local linear approximation, b
large enough to average out the fluctuations induced by
message. As a result, if the amplitude of the message is
large, the quality of the recovered message can be quite p

-

-

FIG. 4. Illustration of message extraction for a complicat
message.~a! The original message,~b! the extracted message fo
the masking scheme I, and~c! the extracted message for the mas
ing scheme II.

FIG. 5. The power spectra of the original message and the
tracted messages in Fig. 4.
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and the message extraction becomes more difficult. H
ever, the chaotic signals may not provide enough mask
for messages with quite large amplitudes.

For the MG time-delay system studied above, the f
quency of the message should be rather low because
power spectrum of the chaotic signal is very low at hi
frequencies, and is not enough to mask messages with
frequencies. A low frequency of the message meansu İ u
!uI u, which is an advantage for a third party to recove
message with high quality.

In summary, we present a simple method to extract m
sages masked by a chaotic signal of a time-delay sys
which has a very high dimensionality and many posit
Lyapunov exponents. Using a special embedding space
infinite dimensional phase space of the time-delay system
projected onto a three-dimensional space, independent o
z,
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actual dimension and the number of positive Lyapunov
ponents of the chaotic attractor. The time delay of the sys
is correctly identified even in the presence of the messa
which enables us to extract the message successfully us
simple local reconstruction of the time-delay system in
three-dimensional space.

We come to the conclusion, based on our analysis,
communication using the time-delay system is not as sec
as intuitively expected. In general, the security of chaos co
munication may be spoiled if any reconstruction of the d
namics of the system is possible in some appropriate sp
even for very-high-dimensional dynamics.
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